European Distribution Fraud

The City of London Police’s National Fraud Intelligence Bureau (NFIB) are alerting national and international law enforcement to an increasing danger to European manufacturing industries from organised criminals in the UK. European Distribution Fraud has been a threat since 2010 and in recent years has continued to increase in volume and scope across the Continent. The NFIB has received more than 600 reports, with companies from Poland, Germany, Portugal, Holland, Spain, Canada, Italy, Ireland, Denmark, Belgium all reporting falling victim to this crime, and is now focused on shining a light on the offending and helping companies better protect themselves. 

What is the NFIB?

The City of London Police is the national police service lead for economic crime, running many of the most significant and complex fraud investigations taking place in the UK. Since being awarded this status by the Government in 2008 its resources and expertise has continued to expand and evolve, with the Economic Crime Directorate now being home to four general and three specialist fraud squads, the Insurance Fraud Enforcement Department, the Police Intellectual Property Crime Unit, the Fraud Academy, the Overseas Anti-Corruption Unit and the Dedicated Cheque and Plastic Crime Unit.

Driving these units forwards, and many other national and international police forces, is the NFIB. Also formed in 2008 it now has the capability to analyse millions of reports of fraud collected from the public, small businesses and the public and private sector, to identify serial offenders, organised crime groups and established and emerging crime types. This intelligence is helping law enforcement catch criminals and society make itself more resistant to the fraud threat. It is also enabling the NFIB to disrupt economic crime, mainly through the suspension of websites and phone numbers which are either fraudulent or helping to facilitate fraud.

​2014 will see the influence of the NFIB increase further with the transfer of responsibility for Action Fraud from the Home Office to the City of London Police. Action Fraud is where individual victims, small and medium sized enterprises of fraud go to report their crime, with this information being swiftly sent over to the NFIB. The aim is that by bringing the two operations together within one organisation will further improve the efficiency and effectiveness of the whole fraud reporting and analytical process.
What is European Distribution Fraud?

Contact is made with a European manufacturer initially via email, claiming to be from a well- known UK retailer, such as a supermarket, or well-known UK manufacturer. Originating domain names on the email are similar to the genuine companies that they are purporting to be from. Goods are then ordered on credit or using fake bank transfer confirmation forms. Goods ordered vary – the NFIB have received reports where orders have been placed for food stuffs (including meat, fruit and non -perishable items), alcohol and electrical goods as well as other items. Once the goods are ordered they are delivered to various UK locations that are not used by the genuine UK retailer. In some cases the delivery driver is contacted and asked to change the drop off address mid transit. The ordered goods are then picked up by the Organised Crime Group and not paid for. The fraud becomes apparent when the supplier attempts to invoice the UK retailer and is told that the order was not placed by them. The European supplier ultimately bears the loss which runs into several thousand Euros and can cause significant financial harm to the company. In addition to this there is a health and safety risk where perishable items of food have been taken, as well as a reputational risk to the UK retail industry.

How to prevent European Distribution Fraud?

• All European suppliers need to be advised of this threat and instructed to complete due diligence processes when responding to large orders from the UK. 

• UK retailers need to advice their European suppliers of due diligence processes and put into place checking procedures for large orders. For example installing individual order codes that are less likely to be cloned. 

• Where bank transfer documentation is sent, the supplier needs to check the 

authenticity by contacting the bank, using contact details researched on the internet. 

Due diligence processes to be adhered to for this documentation.

 • Suppliers need to authenticate the delivery address by checking that it is a warehouse or storage facility of the UK retailer. 

• Suppliers need to instruct their delivery drivers about the risk and ensure that they do not change the drop off point without checking with the supplier first.

• If a European supplier is a victim of this type of crime they need to report it to Action Fraud, including the prefix XXXEDXXX in the free text.

• If a UK retailer is made aware of a supplier being a victim of this type of fraud they need to report it to Action Fraud including the prefix XXXEDXXX in the free text.

Examples of Due Diligence Processes

• Check the authenticity of the correspondence by completing thorough comparisons to the domain name used by the legitimate company. Check for spelling mistakes and authenticate the addresses used.

• Use Google searches to see if this company has been cloned previously to make fraudulent orders. If it has then verify authenticity of the order via telephone. 

• Verify the order by calling or emailing the UK retailer. Use previously used telephone numbers or email addresses, or contact details found on the retailers website – do not use the details given on the email for verification purposes.

